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PARSEC: Parcel and Letter Security for Postal and
Express Courier Flows

Duration: 10/2022 — 09/25 (36 months)

Project type: Horizon Europe Research & Innovation
Action

Ambition: To deliver next-generation solutions to fight
the abuse of postal and express services

for crime and terrorism

EU funding ~€4.7M EUR

Multi-threat risk assessment: De-
risking of parcels and letters with
data to reduce load on
subsequent technical detection

and manual inspection activities.
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Illicit drugs detection: Delivery of
capability which enables fast and
predictable postal and express
courier operations without

burdening inspection resources
with high rates of false positives.

People safety to counter
explosives, CBRN threats, and
other hazardous materials:
Contribution to such detection
capabilities to deny misuse of the
postal supply chain and protect
postal employees, law
enforcement officers and wider

public from harm.




So what?
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I. Risk-relevant datasets

Measurement

10SS (weight & Hurricane

declaration

address data

dimensions) and Commerce data

Other
information

Il. Risk engine

Guidance to DC/TWI 1st
layer inspection

Cross-analysis of images against
datasets (e.g., does X-ray image
correspond to declared
description of goods?)

Storage of all information for trend
analysis and machine learning
purposes

Control feedback from physical
checks (what was actually found)

. Customs and police

+ Dutch Customs (DCA)

- Belgian Customs (BCA)

» UK Border Force (UKBF)

+ Hungarian Customs (NTCA)
+ Dutch Police (NPN)

« Belgian Police (BFP)

. Technologies

« Direct Conversion (DC)

« TWI Ellas (TWI)

* HALO X-ray Technologies (HALO)
+ Dynaxion (DYN)

« Transcrime (UCSC)

+  Selection of high-risk
parcels to non-intrusive I{:@:}I
inspection .
» Guidance what threats to
look for

lll. Parcel flow and controls

* Machine-to-machine guidance on what parcels to check, what threats to focus

on, and a location where to look for threats inside a parcel

Parcels from

abroad
DC/TWI

Multi-energy photon
counting detector

HALO
X-ray diffraction

Physical checks

Parcels to national
DYNAXION distribution

Neutron-induced

gamma-ray
spectroscopy

. Postal operators

+ Post NL (PNL)
+ Bpost (BPO)
+ Poste Italiane (PIT)

Data flow Physical parcel flow

. Other partners

« TAPA EMEA (TAPA)

+ TU Delft (TUD)

+ University of Lausanne (UNIL)

+ Cross-border Research Association CH (CBR)
- CBRA Services BE (CBS)




Who cares?
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Sorting and
delivery

Export Targeting

System Exchange of risk-

relevant information
Smart linking of targeting and
inspection processes

Coordinated
preparedness and
reaction capabilities

Non-intrusive

inspection

Import Targeting

System

Non-intrusive
inspection

Design of detection architecture

Combined data Multi-energy photon

Neutron-induced

Integration of detection architecture
with the postal and express process

science counting detector gamma-ray P i T
spectroscop
\ ] |
! !

* Use of new Analytics Tools
* Access to new datasets

* New risk profiles and high-risk indicators

* Upgraded hardware

* Focused threat classifiers

* Customization into the postal and express process
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Government agencies &
related EU & international
organizations

N

Parcel delivery and
freight services

Other types of audiences

* Customs communities: national, CELBET,

DG TAXUD, WCO

® Police communities: national, Europol,
CEPOL, INTERPOL

 Civil Aviation Authorities (CAAs)
 Prison services/ correctional facilities

® Postal operators: national, PostEurop, IPC,

UPU

® Express couriers: national, regional &
global; EEA, GEA

® Freight companies

* Other EU institutions, bodies & agencies:
DG HOME, JRC, Frontex

* Academia & scientific communities
* External data providers
® Security industry & services

\ e General public
~




Horizon Europe PARSEC

Further information:
URL: www.parsec-project.eu
E: ad@haloxray.com, juha.hintsa@cross-border.org
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