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WHAT IS CERTIFICATION?



Certification pat
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A Many standards exist:

TSA 2005

I
I TSA 2010
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ECAC EDS, standards 1,2,3

ECAC LEDS, Types A,B,C, standards 1,2
China EDS

ROW

A Common Elements:

Database runs and pre-test showing compliance and
ability to pass

Machine installed in the designated lab

Blind test, no visibility to vendor on nature of bags and
explosives

Physical bags scanned (retests could be done offline
under certain conditions)

Binary test results, Pass/Fail



EDS Certification
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Explosive Detection Systems

A EDS designed to detect:

I Conventional Explosives:
A Military/Commercials/Low Velocities

I Home-Made Explosives

A Know your explosives:

I EXxplosives 101 should be required for
all players in this industry
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A Military/Commercials/
Low Velocities

I Manufactured in a
factory

I Some level of QA

I Known variabllity of
material and
Ingredients
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Categories of Explosives (courtesy of TSL)
B PN s“ ;};,

P

4

o

)

- }
J

s




Typical MSDS

Known
Unknowns!

Material Safety Data Sheet
}Domoq y

Preparation Date: : 6 Revision Date: 15-J Revision Number: 1

SECTION 1 — PRODUCT AND COMPANY IDENTIFICATION

Product Name:

Product Gode:
Alternate Name{s):
UN-No:
Recommended Usa:

RELEASE, FIRE OR ACCIDENTS: IN CANADA CALL: THE ORICA TRANSPORTATION EMERGENCY RE

AT 1-877-561-3636. IN THE U.S. CALL: CHEMTREC 1-800-424-9300. IN THE U.S.: FOR LOST, STOLEN
EXPLOSIVES CALL: BATF 1-800-800-3855. FORM ATF F 5400.0 MUST BE COMPLETED AND LOCAL AUTHCRITIES
(STATE/MUNICIPAL POLICE, ETC.) MUST BE ADVISED.

SECTION 2 — HAZARD IDENTIFICATION

Emergency Overviaw:
Harmful if



Sensitivity to Ingredients



Homemade Explosives

Unknown
Unknowns!!

A What are they?

I Liquids or solids/powders

I Unknown formulations

I Unknown ingredients

I Unknown Contaminants

I Unknown tapping pressure
I No QA

A What do we know?

Explode
I Limited list of known oxidizers
I Unlimited list of fuels
I Certain requirements for oxidizer/fuel ratios




Homemade Explosives



Are all EDS standards the same?

A Test methodology is relatively similar
A Material detected is slightly different between

A -

A

TSA and ECAC
"hreat Masses different as well

TSA does not have LEDS standard, ECAC does

A ROW mostly follows ECAC or TSA



ROC, effect of requirements

Detection (%)

False Alarm (%)




HOW DO YOU PREPARE?



Pre paratiOn (the long winding road to Certification)

A Get Data
A Develop Algorithms
A Take Test

Rinse and repeat




CERT Management Plan (2/2010)



Gigr 1.0 s Dt 1 &l

A How to develop an ATR for hypothetical situations in
which the following occur?

I statistically insignificant number of samples for training and/or
testing

I overtraining may be 6 r e q ud pase a tést

I requirement specifications make it difficult or impossible to pass
testing

A How to prevent overtraining?
A What features are legal in an ATR?

We lack a proper theory for how terrorists might behave,

react and adjust tactics. Despite the massive amount of

data available to the nature of possible future attacks, we
are mostly in the dark.



Start with your sy



