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Mandatory ADSA Conclusion Page 

Conclusions: 
ïInformational Talk 

ïNo Conclusions 

ïOnly Questions 

 

Agenda / Questions 

ïWhat is certification? 

ïHow do you prepare? 

ïHow do you know when 

youôre ready? 

ïHow Does the ótestô translate 

into real life? 

 



WHAT IS CERTIFICATION? 

TSA, ECAC, ISA, China, ROW 



Certification 

ÅMany standards exist: 
ïTSA 2005 

ïTSA 2010 

ïECAC EDS, standards 1,2,3 

ïECAC LEDS, Types A,B,C, standards 1,2 

ïChina EDS 

ïROW 

ÅCommon Elements: 
ïDatabase runs and pre-test showing compliance and 

ability to pass 

ïMachine installed in the designated lab 

ïBlind test, no visibility to vendor on nature of bags and 
explosives 

ïPhysical bags scanned (retests could be done offline 
under certain conditions) 

ïBinary test results, Pass/Fail 

 

 

 



EDS Certification  



Explosive Detection Systems 

ÅEDS designed to detect: 

ïConventional Explosives: 

Å Military/Commercials/Low Velocities 

ïHome-Made Explosives 

 

ÅKnow your explosives: 

ïExplosives 101 should be required for 

all players in this industry 

 



óConventionalô Explosives 

ÅMilitary/Commercials/

Low Velocities 

ïManufactured in a 

factory 

ïSome level of QA 

ïKnown variability of 

material and 

ingredients 



Categories of Explosives (courtesy of TSL) 

Dark Knight Movie Scene 



Typical MSDS 

Known 
Unknowns! 



Sensitivity to Ingredients 



Homemade Explosives 

ÅWhat are they? 
ïLiquids or solids/powders 

ïUnknown formulations 

ïUnknown ingredients 

ïUnknown Contaminants 

ïUnknown tapping pressure 

ïNo QA 

 

ÅWhat do we know? 
ïExplode 

ïLimited list of known oxidizers 

ïUnlimited list of fuels  

ïCertain requirements for oxidizer/fuel ratios 

Unknown 
Unknowns!! 



Homemade Explosives 



Are all EDS standards the same?  

ÅTest methodology is relatively similar 

ÅMaterial detected is slightly different between 

TSA and ECAC 

ÅThreat Masses different as well 

ÅTSA does not have LEDS standard, ECAC does 

ÅROW mostly follows ECAC or TSA 



ROC, effect of requirements  
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HOW DO YOU PREPARE? 

Find anything that can explode! 



Preparation (the long winding road to Certification) 

ÅGet Data 

ÅDevelop Algorithms 

ÅTake Test 

 

Rinse and repeat 

 

 

 

 



CERT Management Plan (2/2010) 



Carlôs Difficult Questions 
 

ÅHow to develop an ATR for hypothetical situations in 
which the following occur? 
ïstatistically  insignificant number of samples for training and/or 

testing  

ïovertraining may be órequiredô to pass a test 

ïrequirement specifications make it difficult or impossible to pass 
testing 

ÅHow to prevent overtraining? 

ÅWhat features are legal in an ATR? 
 

 

 
We lack a proper theory for how terrorists might behave, 
react and adjust tactics. Despite the massive amount of 

data available to the nature of possible future attacks, we 
are mostly in the dark.  



Start with your systemôs Specs 


