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What  incentives are in place for security vendors? 
Open for discussion (and suggestions) 

• To meet spec? 
• To exceed spec? 
• To improve once certified? 
• To increase performance, if it adds cost? 
• To jump ahead of competitors? (Adding unique capabilities) 
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*Spec = certification requirements for EDS.  Other modalities may vary. 
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• Other relevant and related issues? 
– Are future goals clear? 
– Is there ability & willingness to measure, compare & report performance? 
– Is there enough feedback on areas of strength and weakness?  
– Role of political influence? 
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• Will improving incentives lead to better performance? 
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Background, Objective and Disclaimer 

Background 
• We investigated 3rd party involvement and DICOS 

– By examining analogous issues in medical imaging and DICOM 

• We presented findings on medical imaging at ADSA07 
• Issue of incentives came up at that time, and subsequently 

– Better incentives  more third party involvement, better performance 
 

Objective 
• Gain further insight into issue of incentives from this audience 

– Description of how things are.  Suggestions for improvement. 
 

Disclaimer 
• Funded by DHS, but I do not speak for or represent them 
• Questions, findings, based on what I heard.  Not policy.  Not fact. 
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. 

To supplement this 
technology, we have 
incorporated digital 
Computer-Aided Detection 
(CAD). 

Patients choosing to have a 3D 
Mammography will be charged 
a nominal fee to help offset the 
costs of offering this new 
technology [until payors pay.] 

"We are continually striving to 
keep abreast with the latest 
technology, and were already 
in negotiations when GE 
informed us that the FDA had 
approved the 'VEO.' Naturally, 
we jumped at the opportunity. 
To get the word out to area 
doctors, we hosted a series of 
open houses… 

 
 
Homepage of Radiology Group in Ridgewood, NJ 
 
 
  
 
 

Ads for New:  
• Lower dose CT 
• 3D mammog  
+CAD 
+higher fee 



Inzight Consulting, LLC   ADS08  October 25, 2012 
7 

. 

To supplement this 
technology, we have 
incorporated digital 
Computer-Aided Detection 
(CAD). 

Patients choosing to have a 3D 
Mammography will be charged 
a nominal fee to help offset the 
costs of offering this new 
technology [until payors pay.] 

"We are continually striving to 
keep abreast with the latest 
technology, and were already 
in negotiations when GE 
informed us that the FDA had 
approved the 'VEO.' Naturally, 
we jumped at the opportunity. 
To get the word out to area 
doctors, we hosted a series of 
open houses… 

Incentives 
• Share: GE vs. competitors 
• Market Growth (for all vendors) 

– Units (faster upgrades) 
– Price (higher) 

• Underlying: there are incentives for 
hospitals to upgrade 

– They compete 
– Able to charge more 
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• To meet spec? 
• To exceed spec? 
• To improve once certified? 
• To increase performance, if it adds cost? 
• To jump ahead of competitors? (Adding unique capabilities) 
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Options to Increase Incentives: To Be Discussed 
Plausible?  Desirable?  Barriers to change? 

• Pay more for better performance (after defining goals) 
– Higher price or market share.  (Consider using “non-minimum shalls” ?) 

• Increase focus on TCO (total cost of ownership) 
• Create market for upgrades 

– That improve performance or decrease TCO 
– Monitor PFA in the field.  Reward improvement in PFA, at constant PD. 

• Reduce requirement for multiple-source 
– Increase the incentive for vendors to go beyond competitors’ capabilities 

• Make contingent offers to buy     
• Other? 
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Is there sufficient clarity about goals?  
 
 
 

11 

Higher PD Lower PFA 
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There are trade-offs.  Can’t have it all 

In a competitive market, different vendors might peruse different market strategies.  Products with different trade-offs might find different niches and different 
customers.  This could encourage vendors to peruse serendipitous advances in different areas.    However, if specs will be narrowly constrained, any R&D or third 
party effort that is not aimed at the narrow spec may be wasted effort, from the vendors’ perspective. This increases the importance of early specs. 



Is there ability and willingness to measure performance? 
 

• Measure, monitor, compare and report performance 
between systems and over time? 

 
• In a statistically meaningful way? 

 
• Is there enough feedback on areas of strength and 

weakness? 
 

• Role of political influence? 
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Questions based on what I heard in interviews.  Not policy.  Not fact. 



Will Increasing Incentives...  
 

• Lead to more third party involvement? 
 

• Lead to better performance, over time?  
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Backup Slides Follow 
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The Incentive is in the Specification (in the RFP) 
We have heard some say this 

• Gov’t may have less flexibility than other purchasers 
– May need to set spec and have QPL (qualified provider list) 

 

• There was a plan to increase specs over time 
– Gradually, persistently, predictably 

 

• Did not work as planned? 
 

• How can this issue be dealt with effectively? 
– Can higher specs be “non-minimum shalls”? 
– Other suggestions? 
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Questions  based on what I heard in interviews.  Not policy.  Not fact. 



Ability to Measure: Some Background Statistics 
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Data shown assumes notional measured PD of 80% and PFA of 20%.  (Stats will differ w/ other data) 



Ability to Measure: Some Background Statistics 
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Number needed to test to reliably* detect a true delta of various sizes 



Additional Options to Increase Incentives: To  Discuss 
Plausible?  Desirable?  Barriers to change? 

• Make contingent offers to buy 
– If, and only if, certain performance goals are met 
– Or pre-specify changed terms, if, and only if, goals are met  

 

• Other contingent funding (outside of procurement) 
– Grand Challenges 
– BAA with contingent funding for success 
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Things We Heard: To Be Discussed 
Accurate?  Implications?  Suggestions?  Barriers to change? 

• Certification (cert) is Pass/Fail 
– Little or no incentive to exceed minimum specs (PD, PFA) 

• Procurement decisions focus on price 
– Not on performance (PD and PFA) or TCO (total cost of ownership) 

• Little or no incentive to improve, once certified 
– Little or no market for upgrades.  And, re-certification is a barrier 

• Little or no incentive to jump ahead of competitors 
– There is a requirement for multiple sources for any capability 
– A new capability available from only one vendor is unlikely to be spec’d 
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Information based on what I heard in interviews.  Not policy.  Not fact. 



What  incentives are in place for security vendors? 
Open for discussion (and suggestions) 

• To ^meet spec? 
• To exceed spec? 
• To improve once certified? 
• To increase performance, if it adds cost? 
• To jump ahead of competitors? (Adding unique capabilities) 

 

• Other relevant and related issues? 
– Are future goals clear? 
– Is there ability & willingness to measure, compare & report performance? 
– Is there enough feedback on areas of strength and weakness? 

• Will improving incentives lead to better performance? 
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*Spec = certification requirements for EDS.  Other modalities may vary. 

use third parties to help them 
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