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Visual Identification of Weapons  and their Parts

• What space/topic/area is being addressed?
– Visual identification of weapons, surveillance in various settings. Including soft targets. 

• What problem have you solved?
– Automatic,  identification of firearms in images, including partially occluded ones, and 

the threat assessment posed by the weapon on the scene.

• How have you solved the problem?
– Fusion of low level features extracted from images and high level information retrieved 

from the ontology/meronomy through  search and matching.

• Why should TSA, DHS and the audience care about your solution?
– Our solution identifies occluded weapons and parts at different check points and times
– Works in real‐time, scalable, expandable to non‐weapon domains and x‐ray images 

• How did we get involved in the security field?
– Developed the first boundary labeled conceptual and visual ontology/meronomy and 

methods for automatic segmentation, labeling, searching, matching, identification

• What else can you do for the security field?
– May determine if a weapon could be assembled by parts detected at different points 

and times.



weapon

crew_served_weapon

personal_weapon

heavy_machine_gun

mortar

anti_tank_gun

personal_firearm

bladed_weapon

a33

a35

a54

a66

anti_materiel_rifle

automatic_personal_firearm

handgun

long_gun

light_machine_gun

sub_machine_gun

assault_rifle

semi_automatic_pistol

revolver

shotgun

rifle

a8

a19

a20

a30

a32

a34

a36

a55

a60

a62

a63

a64

a65

a21

a24

a25

a26

a27

a28

a29

a52

a1

a4

a5

a6

a7

a31

sniper_rifle

a2

a3

Threat Level =
Weapon + Context

Threat recognition framework

[1,4]



SEGMENTATION – Active Contours 

M60  barrel Saiga 12 drum Saiga 12 magazine

Figure 1. Weapons’ parts extraction using S-ACES active contour.

Figure  2.  Human and weapons parts’ boundaries extraction using S-ACES [6].
IMAGE SIZE: 400x710 , 512 x 288 run time 0.135 sec, 0.119 sec, CPU 2.4 GHz

Figure 3. Extraction of human and weapons parts’ boundaries using LPAC active 
contour.



Visual Hierarchy - Search and Mapping [3.4]

Branch and bound search algorithm based on sequence alignment
• a cluster is examined 

• if representative is similar “enough” to the queried object
• links from best matches are followed into Conceptual Hierarchy

• for semantic evaluation [4]

links to Conceptual Hierarchy



Search and Matching – Rotational, Scaling Invariant, results from [1]

overall accuracy ‐ 100% [1]

Confidence Interval 100%

Known  in current ontology

no matches

Unknown  to current ontology

non‐weapon object 100%   [1] 

Accuracy ~70% within super—class

Confidence Interval [63.25%, 77.75%]
with 95% of confidence [1]



GUN ONTOLOGY-MERONOMY

Figure 4. Part of the current ontology with hyperonymic (isa; solid line ) and 
meronymic (hoap; has object as part: dashed line; strict inverse of part-of) 
relationships [2].



Framework - present research

1.  Weapons’ parts detection at  Check Points
2.   Virtual assembling of weapons

[4]



Spotting Target in a Cluttered Environment – SURF matching, segmentation

Figure 5.   (a) and (b) Matching SURF [5] points under rotations and 
orientation; (c ) (d) SURF [5] matching of a weapon’s part with a luggage 
stuff; (e) the best match; f) its boundary extracted; g) best match with a 
weapon. 

(a) (b) (c) (d)

(e) f) g) 
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Automatic Parts Identification from Partonomy (Meronomy)

Figure 6. a) Extraction – run time 0.12 sec CPU 2.4 GHz [6]
b) Size ontology/meronomy 153 weapons + 30 parts
c) search‐match – run time 0.6 sec [6].
c) query with known weapon/part – 100% identification success
d)  query with unknown weapon/part ‐ 55% successful identification 

of the 3rd ancestor
e) Confidence Interval ‐ [48%, 62%] with  95% of confidence.



• Which weapons can be detected?
– All firearms in the ontology and those not in the ontology but within the virtual class.

• Can knives be detected?
– Yes, if we add that branch to the ontology 

• What are the limitations on disassembly and occlusion?  
‐ Disassembled gun: no theoretical limit, smaller generic parts may lead to false positives
‐ Partially occluded guns: ratio of occlusion to recognition

• What are the sources of images?
‐ Visual
‐We are adapting and developing new segmentation and extraction methods for x‐ray

• What causes false alarms?
– False positives: anything visually resembling a gun (airsoft guns, toys, models)
– Experiments with a set of non weapon images ‐ 100% distinction

• How did you test the method?
– On our labeled ontology/meronomy ‐ 183 images of weapons and parts
– Query with weapons/parts and non weapon images.

Potentials, Limitations, Input, Testing
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 sample gun concept with properties: Davis Industries P380
 incomplete selection of concepts
 second-most common semi-automatic pistol involved in crimes in 

the U.S. in 1994

 Davis_Industries_P380
 is-a semi_automatic_pistol
 type-of-fire semi_automatic [inherited]
 caliber 0.38
 magazine-size 5
 rate-of-fire 15 [3x magazine]
 magazine-type detachable, internal
 barrel-length 2.75
 hoap Davis_Industries_380_frame

Davis_Industries_barrel
…

Backup Slides
Ontology/Partonomy



• Types of gun part-to-gun relationships:
• essential: gun is not this gun without part

e.g., removable sight, scope, butt are not essential parts;

• characteristic: gun is definitely this gun with this part
e.g., curved AK magazine or front sight of that gun;

• adjacent to another part: parts that are identified as adjacent in image 
and known to be adjacent in gun confirm identification.

• Threat assessment
• from gun image to identified gun: direct threat value
• (fallback) from gun image to identified gun class: average class threat
• from part image to gun: direct threat value
• (fallback 1) from part image to gun class: average class threat
• (fallback 2) from part image to part class: average ancestor class threat

Backup Slides
Ontology/Partonomy
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