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What / How / Why ?

● Baggage Inspection (carry on and hold, extensible to freight) 

● Automatic Threat Detection (by shape … guns / knives / other)

● Automatic object detection & classification algorithms
– using 2nd / 3rd generation deep learning techniques 

 
● Potential Impact: 

– software enhancement (“add-on”) to existing X-ray or 3D CT hardware 

– high detection rates / low false positive 

– objects and parts of objects (dis-assembled) 

– augment existing screening capability / extend screening foot-print 
(buildings / postal / customs / prisions)

~98%+, < 1 sec., FP <1%, invariant
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Concept of Operation

● Complex  / 
Cluttered ?

● threat items ?

● restricted items ? 

LEVEL 2 REFER

LEVEL 1 PASS ?

Operative
Review

EDS

2D X-ray3D CT

Deep
Learning

Region-based
Convolutional

Neural Networks
(R-CNNs)

[X-ray/CT images: Durham University – Scanner Image: Gilardoni]
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Durham
• 3rd oldest university in England 

(1832)

• World leading university 

(top 100) 

• UK ranking: top 5 
Engineering & Computer Science

• Engineering & Computer 
Science 

– Nvidia Research Centre 

– Intel Parallel Computing Centre 

• Within X-ray Security:
– 10 years experience

– threat detection, threat image 
projection, anomaly detection
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Deep Learning for 
ATD in 2D X-ray
[CNN Approaches - 1st Generation ]

• 1st generation deep net approaches
– 95% (True+) over 6 object categories

– established X-ray ATD training via transfer learning [Akcay et al. 2016]

 

 

Method Class True + False +

Firearm 98.62 0.21[Akcay et al. 2016]

AlexNet

…

Inception (GoogLeNet)
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Some Technical 
Insight …
[1st Generation Approaches]

• full-image, multi-scale or patch-based image search
→ poor in image localization, loss of information (down-scaling/cross-patch)  

Knife

Firearm 
(part)

Firearms 
(whole)

…

CLEAR

AlexNet

…

Inception (GoogLeNet)

Image Regions CNN Feature
Layers

[Akcay et al. 2016]
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Known Limitations
[1st Generation Approaches]

•  Poor threat localization 
(where is the threat ?)

• Feature saturation for 
multi object search

(this is a laptop, right ?) 
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Advanced Detection 
Architectures
[2nd+ Generation Approaches]

(Faster) 
Region-based 
Convolutional 
Neural Network
(F-RCNN)

Region-based 
Fully Convolutional 
Networks (R-FCN)

Knife

Firearm (part)

Firearms 
(whole)

…

CLEAR

Knife

Firearm (part)

Firearms 
(whole)

…

CLEAR

• 2-stage approach: region identification + classification  
→ improved threat localization + improved detection performance

VGG-..

…

ResNet

[Akcay et al. 2017]
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Detection 
Performance
[on Durham Data Set]

• 8747 X-ray security images of full  “stream of commerce” bags with following 
annotated firearm objects: 3,187 gun, 1,178 gun component

R-CNN (2nd Gen.)

Stage 2 Model
Firearms
(accuracy)

Firearm 
Parts 

(accuracy)

mAP

AlexNet 92% 86% 89%

ZF 95% 87% 91%

VGG-M 95% 88% 91%

VGG-16 96% 94% 95%

ResNet-50 97% 90% 93%

Similar performance.
Increased generality.

gun 0.965

gun_com ponent 0.959

gun 0.997
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Detection
Performance
[2nd+ Generation Approaches]

• Improved detection and localization

• Trained over corpus of ~10,000 images; tested over ~10,000

• Challenges – knives + firearm components

• Evaluation based on Localization
mean Average Precision (mAP) = 0.97 (firearms) / 0.88 (multi threat)

— intersection over union  (IoU) of detected threat region

[Akcay et al. 2017]
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Detection
Performance
[2nd+ Generation Approaches]

2nd Generation > 1st Generation
Evaluation score = mean Average Precision

—intersection over union of detected threat region

Multi-Threat – {guns, parts, knives ...} Fire-arms – {gun, clear}

Multi-
patch
CNN
(1st Gen.)

Multi-
patch
CNN
(1st Gen.)

(2ndGen.)

(2ndGen.)

(2ndGen.)(2ndGen.)

(2ndGen.)

(2ndGen.)

[Akcay et al. 2017]
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Latest Research 
[ → 3rd generation approaches]

• Detection: bottles / large electronics / firearms

• Anomaly Detection
[Akcay, Ismail Breckon 2017+]

Working with:
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Experience in 
the Field ...

• Training Data: 
– CT : Reveal CT80 data (~800-1000 bags)

– 2D X-ray : UK gov. + our own on-site X-ray scanner (~100,000+ images) 
 

• Funding: 2007 → 2019+
– Today: 10 years, 8 projects and 20+ publications later 

• Publications: “never unreasonably withheld”

– published in leading conference / journal venues 

– wider impact in generalized 3D object recognition + medical CT 

• Algorithm Deployment: 3D TIP solution

[Scanner Image: Durham University]
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